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l. OnpenesieHus

B HACTOAIICM NOKYMCHTC HUCIIOJIB3YIOTCA CICAYIOINC TCPMUHBI U UX OIPCACIICHUSA.

ABTOMATH3HPOBAHHAST 00pa0doTKAa MNEPCOHAJBHBIX JaHHBIX — 00paboTKa
MNEPCOHAJIbHBIX TAHHBIX C MIOMOIINBIO CPCICTB BBEIYUCIIHUTEIHLHON TEXHUKH.
Be3onacHocTh mepcoHANBbHBIX JAHHBIX — COCTOSIHME — 3alIMIIEHHOCTU

MEPCOHANIBHBIX JIAHHBIX, XapaKTEPU3yeMOe CIOCOOHOCTBIO IMOIb30BaTENCH, TEXHUUYECKUX
cpeacTB W MHGOPMAIMOHHBIX  TEXHOJOTHH  oOecrneyuTh  KOH(UACHIHUAIHHOCTD,
[EJIOCTHOCTh H  JIOCTYITHOCTh TIEPCOHAIBHBIX JIaHHBIX TMpU WX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHATbHBIX TaHHBIX.

BiokupoBaHue mepcoOHAJNBHBIX JAaHHBIX — BPEMEHHOE MpeKpaiieHue coopa,
CUCTeMAaTH3alliK, HAKOIUICHHUS, WCIOJb30BaHMs, PACHpPOCTPAHEHUS, IEPCOHATIBHBIX
JIAHHBIX, B TOM YHCJIC UX MepeadH.

Hoctyn k wuHpOpMAMU — BO3MOXHOCTh MONy4YeHHs HHPopManuu u eé
HCIIOJIb30BaHU.
3amumaemasi uHdopmauusa — uHbOpMaLUA, SBIAIOMIAACA —MPEIMETOM

COOCTBEHHOCTH W TOJyIeXKaIlasl 3allUTe B COOTBETCTBHHM C TPEOOBAHMSMHU TIPABOBBIX
JOKYMEHTOB HJIM TPEOOBAHUSMH, YCTaHABIMBAEMBIMU COOCTBEHHHMKOM HH(pOPMAIIHH.

HNnentudukanuss — 1pUCBOEHHE CyObeKTaM H  OOBEKTaM  JIOCTYIa
uneHTuuKaropa u (WIM) CpaBHEHHE IPEIbABISIEMOr0 HICHTH(HKATOPA C IEpPEYHEM
NPUCBOCHHBIX HIEHTH(PHUKATOPOB.

HNudopmanuonHasi cHCTeMa MNEPCOHAIBHBIX JAaHHBIX — COBOKYITHOCTh
coiepkammxcss B 0a3ax JaHHBIX NEPCOHANBHBIX JAHHBIX M O0ECIEYMBAIOIINX HX
00paboTKy MH(OPMAIIMOHHBIX TEXHOJIOTUI U TEXHUYECKUX CPEJICTB.

NudopmanuoHHasi TEXHOJIOTHS — MTPOIECCHI, METOIBI IMOMCKA, cOOpa, XpaHEHHS,
00pabOoTKH, IPEAOCTABIECHHS, paCIPOCTPaHEHHUs HH(OPMALMU U CLIOCOOBI OCYIIECTBICHUS
TaKUX MPOIECCOB U METOJIOB.

HcTounnk yrpo3sl 6€30MacHOCTH NMEPCOHAJBHBIX JAHHBIX — CYOBEKT J0CTYIa,
MaTepHalbHBI  OOBEKT WM  (U3NYECKOe  SBICHHWE, SBISIOUIMECS  MPUYAHOU
BO3HUKHOBEHUS YIpo3bl 0€30IaCHOCTH NEPCOHANBHBIX JIaHHBIX.

Koutpoanpyemasi 30Ha — TpOCTPaHCTBO (TeppUTOpHs], 37aHUE, YaCTh 3JaHUA,
MIOMEIIIEHHUE), B KOTOPOM MCKIIFOYEHO HEKOHTPOJIMPYeMOe NpeObIBaHnEe MOCTOPOHHUX JIUII,
a TaKk)Ke TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTepPHAIbHBIX CPEICTB.

KoH(puaeHIMAIBHOCTh MEPCOHANBHBIX JAAaHHBIX —  O0s3aTenbHOE  JUIA
COOJTFOJICHHSI OTIEPaTOpOM WIJIM MHBIM TOJYYHBIIUM JIOCTYI K TEPCOHAIBHBIM JTaHHBIM
JULIOM TpeOOBaHKE HE PacIpOCTPaHATh X 0€3 coracus CyobeKTa MepCcoOHaIbHBIX TaHHBIX
WA HAJTUYXSI MTHOTO 3aKOHHOTO OCHOBAHMSI.

Hapymmreas 0e30MacCHOCTH MNMEPCOHANBHBIX AAHHBIX — (QHU3UYECKOE JIHIIO,
CIIy4aifHO WM TIpeTHAaMEPEHHO COBEpIIArOIee NEHCTBHS, CIEICTBUEM KOTOPBIX SBISETCS
HapyleHne Oe30MacCHOCTH MEePCOHANBHBIX JAHHBIX MPH MX 00pabOTKEe TEXHUYECKHMMHU
CpeAcTBaMu B HH(POPMAITMOHHBIX CHCTEMAaX IMEPCOHATBHBIX JTAHHBIX.

HecaHkumoHMpPOBaHHBIN 10CTYN (HECAHKIIMOHNPOBAHHBIE 1eHCTBHA) — IOCTYII
K MHPOPMAIMU WM JEHCTBUS ¢ WH(pOpMaIMel, Hapyllalore NpaBuia pa3rpaHuICHUS
JIOCTyIA C UCIOJIb30BAHUEM IUTATHBIX CPEICTB, MPENOCTABISEMbIX HH(OPMAIIMOHHBIMU
CHCTEMaMH MEePCOHATBHBIX JaHHBIX.

Hocurteas unpopmanuu — GU3UUECKoe JUIO WM MaTepUATbHBIN OOBEKT, B TOM
gyucine (U3NYEcKoe IoJie, B KOTOpOM HH(pOpManus HaXOAUT CBOE OTPAKEHHUE B BHUC
CHUMBOJIOB, 00pa30B, CHUTHAJOB, TEXHWYECKUX PEUICHUH U IMPOIECCOB, KOJUYECTBEHHBIX
XapaKTEPUCTHK (PU3NIECKUX BEITHMYHH.



OO0e3IMuMBaHNe MEPCOHANBHBIX JAHHBIX — JICHCTBUS, B pe3yjibTaTe KOTOPBIX
HEBO3MOKHO OIPEACIUTh MPUHAICKHOCTh TMEPCOHATIBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY MepPCOHATbHBIX TaHHBIX.

OO0pa6oTka mepCcOHAJBHBIX [AaHHBIX — JI00Oe JciicTBue (omepamus) WU
COBOKYITHOCTh JICWCTBUH (omepanuii), COBEpIIAEMBbIX C HCIOJIb30BAHUEM CPEICTB
aBTOMAaTHU3allMu WK 0€3 HCIONb30BaHUS TAKUX CPEACTB C MEPCOHAIBHBIMHU JIaHHBIMU,
BKJItoYasi cOop, 3amMch, CHUCTEMaTH3allMI0, HAKOIUICHHE, XpaHEHHe, YTOYHEHHUE
(oOHOBIIEHUE, W3MEHEHHE), W3BJICUCHUE, WCIOJIB30BaHME, INepenady (pacrnpocTpaHeHHE,
[PEeIOCTaBlICHUE, JOCTYI), O0Oe3Nn4YnBaHUe, OJIOKUpPOBAHME, YyJAJIEHHWE, YHUYTOXKECHHE
MEPCOHAJIbHBIX JIAHHBIX.

OO0beKT BBIYMCIANTEIbHOW TEXHUKH — CTAIMOHAPHBIA WU TOJABHKHBIA OOBEKT,
KOTOPBI ~ TPEICTaBIsICT COOOM  KOMIUIGKC CPEACTB  BBIYMCIUTEIILHONH  TEXHHKH,
npeIHa3HaYCHHBIN AJIs BBIMOJIHEHHSI ONpeeNeHHbIX QYyHKIUN 00padboTku nHdopmarmu. K
00BbEKTaM BBIYMCIUTEIBHOM TEXHUKU OTHOCATCA aABTOMATHU3MPOBAHHBIE CHCTEMBI,
ABTOMATU3UPOBAaHHBIE paboure MecTa, WH(POPMAIMOHHO-BHIYMCIUTENBHBIE LEHTPHl U
JIPYTHE KOMIUIEKCHI CPEJICTB BBIYHCIUTEILHON TeXHUKH. K 00BheKkTaM BBIYHCIUTEILHOMN
TEXHUKU MOTYT OBITh OTHECEHBI TaK)K€ OT/EJbHbIE CPEICTBA BBIYUCIUTEIHLHOW TEXHUKH,
BBITIOJTHSIONINE CAMOCTOSATEIbHBIC QYHKIIMH 00pabOoTKH WH(OPMALIUH.

Oneparop nepcoHaJbLHBIX JAHHBIX — TOCYAPCTBEHHBIN OpraH, MyHUIIUTIATbHBIN
OpraH, PUINYECKOE WU (HU3UIECKOE JIUI0, CAMOCTOSATEIBFHO UM COBMECTHO C JPYTUMHU
JUIAMH OpraHU3yoIIKe U (WIH) OCYIIECTBISIONEe 00paboTKy MEePCOHANBHBIX JaHHbBIX, a
TaK)Ke OINPEACISIONIUE e 00pabOTKH MEePCOHATBHBIX JAHHBIX, COCTaB MEPCOHAIBHBIX
JaHHBIX, TMOJuIekamux  oOpaboTke, JAelicTBUS  (Oomepanuu), COBEpIIaeMble  C
MEePCOHAILHBIMU JJAHHBIMH.

Ilepconanibuble gaHHble — Jr00as uWHGOpPMAaIKs, OTHOCAMIASCS MPSIMO WU
KOCBEHHO K ONPEIEICHHOMY WK ompenensieMoMy (u3udeckoMy Juiy (CyOBeKTy
MEPCOHANBHBIX JTaHHBIX).

IMonb3oBaTenb UHGPOPMANMOHHON CHCTEMbI NMEPCOHANBHBIX JAHHBIX — JIUIO,
yuacTBytoliee B (QyHKIIMOHUPOBAHUU WH(DOPMALIMOHHON CHCTEMBI MEPCOHANBHBIX JTaHHBIX
WJTU MCTIOJNIB3YIOIIEE PE3YIIbTAThl €€ (DYHKITMOHHUPOBAHUS.

IIpaBuaa pa3rpaHuyeHust aAocTyna — COBOKYITHOCTb IIpaBUII,
periIaMeHTHPYOIUX IPaBa A0CTyNa CyObEKTOB AOCTyIA K 00BEKTaM JOCTYIA.
IIpenocraBijieHHe MEPCOHAJBbHBIX [JAHHBIX — JEHCTBUs, HalpaBlE€HHbIE Ha

PacKpbITHE NEPCOHAIBHBIX JaHHBIX OINPEJEICHHOMY JHIy WIM ONpPEICICHHOMY KpYyry
JU1L.

IIporpammuoe (mporpaMMHO-MaTeMATH4YeCKOe) BO3JeiicTBHe -
HECaHKIMOHUPOBAHHOE BO3JIEHCTBUE Ha pecypcbl aBTOMaTU3UPOBAHHOM
UHPOPMALIMOHHOM CUCTEMBI, OCYLIECTBISIEMOE C HCIOJIb30BAaHMEM BPEJOHOCHBIX
MPOrPaMM.

PacnipocTpaHeHne NepPCOHAJBHBIX JAaHHBIX — JCHCTBHS, HaIlpaBJICHHBIE Ha
PacKpbITUE MEPCOHATBHBIX TaHHBIX HEONPEAECIECHHOMY KPYTY JIMII.

Pecypc uH(pOpManUMOHHON CHCTEeMbI — HMMEHOBAHHBIM DJJIEMEHT CHUCTEMHOIO,
MPUKJIAHOTO WM alMapaTHoro obecredeHusi (yHKIMOHUPOBAHUS HH(YOPMAIIOHHOM
CUCTEMBI.

Cucrema 3alIMThI NMEPCOHAJBHBIX JAHHBIX — COBOKYMHOCTh OpraHOB U (WJIH)
UCTIOJIHUTEIEH, UCTIONb3YeMOH MMM TEXHHKH 3alIUThl WH(POpMAlLUHU, a TaKKe OOBEKTOB,
OpraHu30BaHHasT W (QYHKIHMOHUpYIOIIAas MO TMpaBWIaM M HOPMaM, YCTaHOBJIEHHBIM
COOTBETCTBYIOIIMMH JJOKYMEHTAMH B 00JIACTH 3aUTHI IEPCOHATBHBIX JJAHHBIX.

CpencrBo kpunrorpaguyeckoi 3amuTbl UHGOPMAUMM — CPEICTBO 3AIIUTHI
uHpOpPMALUK, peaTu3yollee aIrOpUTMbl  KPUNTOrpaUuecKkoro mnpeodpa3zoBaHUs
uHpopmanuu.



Cy0beKkT gocTyna — JHIO0 WIH Mpolece, ASHCTBUS KOTOPOTO PErjaMeHTUPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs AOCTYIIA.

Cy0beKThl epCOHATBbHBIX JAHHBIX — PA0OTHHUKH, 00yJaroIuecs, KOHTPareHThl U
JIpyrue jauna.

TexHuuyeckuid KaHaJ YTe4kdM MHPOPMANMM — COBOKYIIHOCTb HOCHTEIA
uHpopmanmu  (cpeactBa  00paboTkM),  (HU3MYECKOH  Cpembl  PacIpOCTPAHCHHUS
MH(OPMATUBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMH JT0OBIBAETCS 3alluiaeMas HHpopMaIus.

TexHuveckue cpeacTBa HHPOPMANUOHHONH CHCTEMBI MEPCOHAIBHBIX JAHHBIX —
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, MH()OPMALIMOHHO-BHIYUCIUTEIbHBIE KOMIUJIEKCHl U
CeTH, CPEICTBA M CHCTEMBI Iepeladd, mpueMa U oOpabOTKM NEepCOHANBHBIX JaHHBIX
(cpeactBa W CHUCTEMBI  3BYKO3aIllUCH, 3BYKOYCHJIEHHUS, 3BYKOBOCIIPOU3BEACHMUS,
IIEPETOBOPHBIE U TEIEBU3MOHHBIE YCTPOICTBA, CPEJICTBA U3TOTOBIICHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JpyTrue TeXHUYECKUE cpelcTBa 00pabOTKU peuyeBoid, rpaduiyecKoi, BUAEO-
1 OykBeHHO-IIU(POBO WH(GOPMAIINH), IIPOTPAMMHBIE CPEIICTBA (OIEPAI[IOHHBIC CHCTEMBI,
CUCTeMBbl yIpaBlieHuss 0Oa3aMM JaHHBIX M T.[.), CPEICTBa 3allUThl HWHPOpPMAIUH,
nprUMeHsieMble B MH(POPMAIIMOHHBIX CHCTEMaX.

¥Yrpo3sl 0€30NaCHOCTH TMEPCOHAJIBbHBIX JAHHBIX — COBOKYIHOCTh YCIIOBUH U
(akTOpoB, CO3JAIOUIMX ONACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM YHCIIE CIy4yalHOro,
JOCTyNa K MEePCOHAJIbHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOTO MOKET CTaTh YHHUTOKEHUE,
U3MEHEHUE, OJIOKMPOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE NEPCOHAIBHBIX JAHHBIX, a
TaK)Ke MHBIX HECAaHKIIMOHUPOBAHHBIX JIEHCTBUU mpu uX 0o0paboTke B MHPOPMAIIMOHHOM
CUCTEME [1EPCOHAIbHBIX JIaHHBIX.

YHHUYTOXKEHHEe NEePCOHATbHBIX JAAHHBIX — JCWUCTBUA, B PE3YyIbTaTe KOTOPBIX
HEBO3MO>KHO BOCCTaHOBHUTH COJEP)KAHUE MEPCOHANbHBIX JAHHBIX B HMH()OpPMaMOHHON
CHUCTEME TMEepPCOHAJbHBIX MJAHHBIX WM B pPE3yJabTaTe KOTOPHIX YHHUYTOXKAIOTCS
MaTepuaibHble HOCUTEIH MIEPCOHATbHBIX TAHHBIX.

YTeuka (3ammmaemMoil) HHPOPMaNMH 1O TEXHHYECKHMM KaHajJaM —
HEKOHTPOJIUPYEMOE  pacHpOCTpaHEeHHWE MHPOpMAIMM OT HOCHUTENs  3allUIaeMou
uHpopManuu 4yepe3 (PU3MUEcKyro cpeny A0 TeXHHYECKOTO CPEICTBA, OCYIIECTBISIOIIETO
nepexBar HHPOpMaIuu.

IesocTHOCTH HHPOPMAIMH — CIIOCOOHOCTh CPE/ICTBA BBIYUCIUTENBHON TEXHUKU
WIM aBTOMATHU3MPOBAaHHOW CHCTEMbl oOecneuuBaTb HEU3MEHHOCTh HWHGOpMaluu B
YCIIOBUSAX CIy4alfHOTO W/WJIU MPEAHAMEPEHHOTO UCKAKEHUS (pa3pylIeHus).

1. BBenenune

Hacrosimas Ilonutuka 6e30macHOCTH MEPCOHANBHBIX JJaHHBIX, 00pabaThIBaeMbIX B
MH(OPMALIMOHHBIX cUcTeMax mnepcoHanbHbIX naHHBIX AHO BIIO MOCH (manee —
[Tonutuka), sBnsercd o(UUMAIBHBIM JOKYMEHTOM M pa3pabdoTaHa B COOTBETCTBUU C
HEeJSIMM, 3a/ladaMHi M TPUHIUIAMU oOecriedyeHus: 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX
u3710XkeHHbIX B KoHuenuu 0e30macHOCTH MEePCOHANBHBIX JaHHBIX, 00padaThIBaeMbIX B
MH(MOPMALMOHHBIX cUcTeMax mnepcoHanbHbIX AaHHbIX AHO BIIO MOCH(manee —
HucTutTyT).

B Tlonutuke omnpeneneHsl TpeboBaHus K paOoTHukamM HWHcTuTyTa, creneHb
OTBETCTBEHHOCTH DPAOOTHUKOB, CTPYKTYpa M HEOOXOJMMBIN YpOBEHb 3alIUIEHHOCTH,
CTaTyC U JIOJDKHOCTHBIE OOS3aHHOCTHM paOOTHUKOB, OTBETCTBEHHBIX 3a oOOecreyeHue
0€30IIaCHOCTH TEPCOHANBHBIX JAaHHBIX B HMH()OPMAIMOHHBIX CHUCTEMax MEPCOHAIBHBIX
nanHbiX MHCTHTYTA.



1. O01Me moJI0KeHu

Henbto  wnactosmeit  Ilomutuku  gBnsercs  oOecreueHue — 0€30MAaCHOCTH
MEPCOHAIBHBIX JaHHBIX MHCTUTYTa OT BCEX BHUJIOB yrpo3, BHEIIHUX U BHYTPCHHHX,
YMBIIUICHHBIX U HENpeAHAMEPEHHBIX, MUHUMHU3alUs yiiepOa oT BOZMOXXHON peaan3aluu
yrpo3 06e30MacHOCTH NMEPCOHATBHBIX JaHHBIX.

be3omacHOCTh  MEepCOHANBHBIX JAHHBIX JIOCTHTAeTCsl IYTEM  HCKIIOYEHUS
HECAaHKIMOHHUPOBAHHOTO, B TOM YHCIIE CIy4allHOTO, JOCTYyINa K MEPCOHAIBHBIM JaHHBIM,
pe3yJlbTaTOM KOTOPOTO MOXKET CTaThb YHHUYTOXKEHHE, W3MEHEeHHe, OJIOKUpOBaHUE,
KOMUPOBAaHUE,  pACIpPOCTPAHEHUE  MEPCOHANBHBIX  JaHHBIX, a TakKkKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JICHUCTBUIA.

Nudopmanus u CBA3aHHBIE C HEH pecypchl JOHKHBI OBITH JTOCTYIHBI TOJBKO IS
ABTOPU30BAaHHBIX MOJIb30BaTeNeil. B nH(pOpMalMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JAaHHBIX
JIOJIKHO OCYIIECTBIISITHCS CBOCBPEMEHHOE OOHAPYKEHUE YTPO3 U pearipOBaHKE HA YTPO3BI
0€30MacHOCTH MEPCOHATIBHBIX TaHHBIX.

B uH(bOpManMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX HEOOXOIAMMO HMCKIFOYHUTH
BO3MOXXHOCTh ~ MpPEJHAMEPEHHBIX HMJIM  CIy4YalHbIX, YAaCTUYHBIX WU  TMOJHBIX
HECAHKIIMOHUPOBAHHBIX MOAU(PUKAIUNN WM YHUYTOKEHUS JTaHHBIX.

[lepeuenr mepcoOHANbHBIX JAHHBIX, MOAJEKAINIUX 3allUTe, ONpeAesieH B
[Tonoxennn 06 00padboTke nmepcoHanbHbIX TaHHBIX B AHO BITIO MOCH.

V. CucreMa 3a1IMTHI EPCOHAIBHBIX JAHHBIX

CucTeMa 3alIMThI IEPCOHATBHBIX JAHHBIX CTPOUTCS] HA OCHOBAHHUU!

- [lepeunst nepcoHalbHBIX JaHHBIX, TOJJIEKAIIUX 3aLUTE;

- Ilepeunst ”HGOPMALTMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX;

- AKTa omnpenieneHus ypoBHS 3alUIIIEHHOCTH NEPCOHABHBIX JAHHBIX P UX
00paboTke B MHPOPMAIIMOHHOM CHCTEME MEPCOHATBHBIX JaHHBIX

- YacTHOH MoJenu yrpo3 M HapylmuTens O€30MacHOCTH MEepCOHAIbHBIX
JTAHHBIX;

- [lonoxxeHns o pasrpaHMueHUd TpaB JocTyna K oOpaOaThlBaeMbIM
NEPCOHAIbHBIM JIaHHBIM;

- PyxoBomsanmx nokymeHnToB @CTIOK Poccun u @Cb Poccun.

Ha ocHOBaHMM 53THX JOKYMEHTOB ONpeHeNseTcd HEeOOXOAUMBIH YpOBEHb
3alIUIIEHHOCTH TEPCOHAJIBHBIX JaHHBIX B Kaxa0i MHGMOpMAIMOHHON cHcTeMe
NepCOHAIbHBIX JaHHbIX MHctuTyta. g Kaxaod HMHPOPMAIMOHHOM  CHUCTEMbI
NEPCOHANBHBIX JIAHHBIX JIOJDKEH OBbITh COCTABJIEH CHHCOK HCIIOJIb3YeMbIX TEXHHUYECKUX
CPEICTB, a Takke TMPOrpaMMHOro oOOecleueHusi ydacTByIOIIero B 00paboTke
NEPCOHAIBHBIX JaHHBIX, TOAJIEKAIUX 3alLUTE.

B 3aBucumMocTH OT YypOBHS 3alIUIIEHHOCTH TNEPCOHAIBHBIX JaHHBIX B
UHPOPMALIMOHHOM CUCTEME TNEepPCOHANbHBIX MJAaHHBIX M AaKTyaJbHBIX YIpO3, CUCTeMa
3alUThl TEPCOHANBHBIX JIAHHBIX MOJKET BKJIIOYATh CIEAYIOUIME TEXHUYECKUe U
IIPOrpaMMHBIE CPEJICTBA!

- aHTUBUPYCHBIE CPEJCTBA JIsl 00BEKTOB BIUMCIUTEIHHOW TEXHUKH;

- CPEICTBA MEKCETEBOT0 3KPAHUPOBAHMS,

- CpeacTBa Kpunrorpapuyeckoi 3amuThl HHGOpMaluu, TpU Tepeaaye
3alMIaeMoi HHGopMaIy o KaHajlaM CBSI3H.

Tak ke B CIMCOK JOJKHBI OBITh BKIIOYEHBI (PYHKLMHU 3aIIMUTHI, 0OecriedynBaeMbIe
IITaTHBIMU ~ CPEJICTBAMM MH(POPMALMOHHON CUCTEMbl MEPCOHAIBHBIX JAHHBIX H
OTIEPALIMOHHBIX CHCTEM, MPUKIAJHBIM MPOTPAMMHBIM OOECIIEYCHHEM M CHEIHAIbHBIMU
KOMIUIEKCAaMH, pEeaIM3yIOIUMHU cpeacTBa 3amuThl. CHUCOK (YHKUMH 3alUThl MOXET
BKJIIOYATh!



- yIpaBieHUE TOCTYIIOM U pa3rpaHudeHHe JOCTYIIA [0JIb30BaTENeH;

- PETUCTPALIMIO U yUYEeT ACUCTBUH ¢ MH(DOpMAITUEH;

- o0ecrniedyeHre eIOCTHOCTH JaHHBIX;

- oOHapyKeHHE BTOP>KEHUH.

Cnucok HCNoONb3yeMbIX CpPEACTB JOJDKEH IOJJEPKUBATBCA B AKTyaJlbHOM
CcOoCTOSSHMU. Bce u3MeHeHus cocTaBa CHUCTEMBl 3alllUThl MEPCOHAIBHBIX JAHHBIX WIIU
9JIEeMEHTOB ~MH(GOPMALMOHHBIX CHCTEM NEPCOHAIBHBIX JaHHBIX JIOJDKHBI  OBIThH
COIJIACOBAHBI ¢ AJIMUHHCTPATOPOM HH(POPMAIIMOHHOM 0€3011acHOCTH.

V. TpedoBaHus K MOJACMCTEMAM CHCTEMbI 3aAIIMTHI MEPCOHAIBHBIX JaAHHBIX

Cucrema 3alluMThl TMEPCOHANBHBIX JAHHBIX BKIOYAaeT B ce0sl CIEAYIOIIUe
MOJICCTEMBI:

- YIIPABJICHUS JOCTYIIOM, PETHCTPAIMH U yUETa,

- obecrieueHus IIETOCTHOCTH M JOCTYITHOCTH;

- AHTUBUPYCHOM 3aIUTHI;

- MEKCETEBOI0 IKPAHUPOBAHMSI,

- aHaJIM3a 3allUIICHHOCTH;

- oOHapyKCHHSI BTOPKECHUH;

- KpUITOrpaguuecKOn 3aIlUThlI.

[TomcucTeMbl CHCTEMBI 3alIUTHl MEPCOHAIBHBIX JAHHBIX HMCIOT Pa3InYHbIHN
(GYHKIIMOHAT B 3aBUCHUMOCTH OT YPOBHSI 3alHIICHHOCTH MEPCOHATIBHBIX JaHHBIX MPU UX
00paboTke B MH()OPMAIMOHHOW CUCTEME MEPCOHATBHBIX JaHHBIX, OMPEICICHHOTO B AKTE
OTIpPENICIICHUs] yYPOBHS 3alllMIIEHHOCTH TEPCOHANBHBIX IaHHBIX TPHU HUX 00paboTKe B
WHGOPMAIIMOHHOM CUCTEME TIEPCOHATBHBIX JTaHHBIX.

5.1.  IMoacuctrembl ynpasJjieHHsI JOCTYIIOM, PerHCTPALMM H y4eTa

IToncucrema ympaBieHUs JOCTYIOM, PETMCTpAllMM M ydeTa IMpelHa3HauyeHa JUIs
peanu3anuu CIeayrmmux GyHKIIHMI:

— UACHTU(DUKAIMYA U IPOBEPKH MOJUTMHHOCTH CYOBEKTOB JIOCTYIA MPU BXOJE
B MHPOPMALIMOHHYIO CUCTEMY IEPCOHAIBHBIX JIaHHBIX;

- UACHTU(DUKAIIMA TEPMHHAIOB, Y3JIOB CETH, KAaHAJOB CBSI3M, BHEIIHHX
YCTPOMCTB M0 JIOTHYECKUM UMEHAM;

— UACHTU(UKAIIMA TIPOrpaMM, TOMOB, KaTajoros, (aiiioB, 3amuceid, mosei
3anucei mo uMeHam;

- perucTpanum BXoja (BbIxoJa) CyObEKTOB IOCTYIAa B CUCTEMY (M3 CUCTEMBI),
1100 perucTpaly 3arpy3Kd 1 HHUIMATU3AIMH OTIEPAllMOHHOM CUCTEMBI U €€ OCTaHOBa;

- pEerucTpalyy IMOMBITOK JOCTyHa MPOrPaMMHBIX CPEACTB (IIpOrpamm,
MIPOIIECCOB, 3a/1a4, 3aJJaHNI) K 3aIUIIaeMbIM (aiaam;

- pEerucCTpalyy TOMBITOK JOCTYMa MPOTPAMMHBIX CPEICTB K TEpMUHAJaM,
KaHajaM CBsI3, porpaMMam, ToMaMm, Karajaoram, ¢aiiiam, 3amucsM, moJIsIM 3aHCei.

[loncucrema ympaBieHHs [OOCTYNIOM MOXET OBITh peajii30BaHa C TIOMOIIbIO
IITaTHBIX ~CPEACTB OOpaOOTKM TEPCOHAIBHBIX JAaHHBIX (ONEPAIMOHHBIX CHCTEM,
npuiokeHuit). Tak ke MOXeT ObITh BHEAPEHO CHElHabHOE TEXHUYECKOE CPEICTBO MIIH
UX KOMIUIEKC, OCYIIECTBIISIONIME JOMOJHUTENIbHBIE MEpbl MO ayTeHTUHUKAIMU U
KoHTpoo. Hanpumep, npuMeHeHre eAMHBIX XPAHWIUIL YYE€THBIX 3alKucei MoJib30BaTenen
U PEruCTPallMOHHONW MH(OPMALMHU, WCIOJIH30BAHNE OMOMETPUUYECKHX M TEXHHYECKHX (C
MOMOIUIBIO AJIEKTPOHHBIX MPOITYCKOB) MEp ayTEHTHU(PHUKAIUU U IPYTHUX.



5.2. Tloacucrema obecneyeHust HeJTOCTHOCTH U IOCTYITHOCTH

Iloncucrema obecniedyeHust LEIOCTHOCTH W JAOCTYMHOCTH IpeJHa3sHauyeHa JJis
o0OecrieyeHns LEINOCTHOCTH M JOCTYIHOCTH II€PCOHAJIBHBIX JIAHHBIX, MPOTPAMMHBIX U
anmapaTHbIX CPeICTB MH(MOPMALMOHHBIX CUCTEM IEPCOHAIbHBIX JaHHbIX MHcTUTyTa, a
TaK ’K€ CPEACTB 3aIMTHI, IPU CIyYaHON MM HaMEPEHHON MO (HUKAIINY.

Iloncucrema peanusyercs C MOMOIUBIO OpPraHU3alMM PE3EPBHOIO KOIMPOBAHUS
oOpabaTbIBaeMbIX JaHHBIX, a TaK € pEe3ePBUPOBAHUEM KIIIOYECBBIX 3JEMEHTOB
UH(POPMALIMOHHBIX CHCTEM N€PCOHANIBHBIX JIaHHBIX.

5.3. Ioacucrema aHTUBHPYCHOM 3aIIUTHI

[Toxcucrema  aHTHBHPYCHOM — 3alIUTBhl  NpeJHA3HAYCHA JUISI  OOCCIICUCHHS
AHTUBUPYCHOM 3aIIUTHl 00BEKTOB BHIUMCIUTEIHLHON TeXHUKH MHCTUTYTA.

CpenctBa aHTUBUPYCHOM 3alllUTHl MpEIHA3HAYEHBI JUISl pealu3aliy CIEAYIOLUX
byHKIM:

- PE3UICHTHBIA aHTUBUPYCHBI MOHUTOPHHT;

— AHTUBHUPYCHOE CKaHUPOBAHMUE;

- CKpHUNT-0JI0OKUPOBAHMUE;

- [EHTPAIM30BaHHAs/ yIaJIeHHAs! yCTAaHOBKA/IEMHCTALISIUS aHTUBUPYCHOTO
IIPOJIYKTa, HACTPOMKa, aIMUHHUCTPUPOBAHHUE, IPOCMOTP OTYETOB M CTATUCTUYECKOU
uH(popMaluu 1o paboTe MPOayKTa;

- aBTOMATH3MPOBAHHOE OOHOBIICHHE aHTHBUPYCHBIX 0a3;

- OrpaHUYEHHUE IMpaB IOJIb30BATENSl HA OCTAHOBKY MHCIOJHSEMBIX 3a1ad U
U3MEHEHHs HaCTPOEK aHTUBUPYCHOT'O MPOTrPAMMHOTO 00ECTICUEHHUS;

- ABTOMAaTUYECKUHU 3aIyCK Cpas3y MOCIE 3arpy3KH ONEPALMOHHON CUCTEMBI.

[logcucrema peanusyercs IyTe€M BHEAPEHUS CHENUAIBHOTO AHTHUBUPYCHOIO
IPOTPaMMHOT0 00ecTedeHHs BO BCE 3JIEMEHThl MH(POPMALIMOHHBIX CUCTEM NEPCOHATBHBIX
JTAaHHBIX.

5.4. TloacucTemMa MeKCeTeBOI0 IKPAHHPOBAHUSA

[Toncucrema MeXCETEBOIO SKpaHUPOBAHUSA TMpeAHA3Hau€Ha Ui peanu3aluu
CJIEAYIOMINX (PYHKIUIL:

— (unpTpanuu OTKpHITOro U 3amuppoBaHHoro (3akpsiToro) IP-rpaduka;

— (puKcauy BO BHYTPEHHHUX KypHaJax MHMOPMAILIUU O MPOXOISIIEM OTKPHITOM U
3akpeiToM [P-Tpaduxe;

— WJEHTUPHUKAIUMU U ayTeHTHQUKAUUUM AJMHHUCTpATopa HHGOPMALMOHHON
0e30MmacHOCTH WM AJIMUHHUCTpATOpa HHGOPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX JaHHBIX
IIPY €0 JOKAJIBHBIX 3allpocax Ha JOCTYII;

— peructpauuu  Bxojga  (BbIxoga) — AJAMHHHCTpaTopa  HMH(OpPMAIlMOHHOU
0e30MmacHOCTH WM AJMUHHUCTpATOpa HHGOPMAITMOHHON CUCTEMBI IEPCOHATIBLHBIX JaHHBIX
B CUCTEMY (M3 CHCTEMbI) MO0 3arpy3Kd U MHUIMAIU3AHUN CUCTEMBI U €€ TPOTrPaMMHOTO
OCTaHOBA;

— KOHTPOJIS LIEJIOCTHOCTH CBOEH MPOTrpaMMHOM U MH(OPMAITMOHHON YacTH;

— (uIbTpalKyU MAKETOB CIY)KEOHBIX MPOTOKOJIOB, CIYXKAIMX JUISl TUATHOCTHKHU U
yIpaByieHUs! pabOTOM CETEBBIX YCTPOUCTB;

— (uibTpalMu C Y4YETOM BXOJHOIO M BBIXOJHOIO CETEBOr0 HHTep(eiica Kak
CPEJCTBO NMPOBEPKH MOAJIMHHOCTU CETEBBIX aJIPECOB;

— PETHCTpalMH U y4YeTa 3alpaliiBacMbIX CEPBUCOB MPUKIIATHOIO YPOBHS;



— OJIOKMpOBaHUS JOCTyNa HEWACHTU(PUIHMPOBAHHOTO OOBEKTAa WIH CYyOBEKTa,
MNOJJIMHHOCT  KOTOPOrO TMpU  ayTeHTHU(PHUKAIMM HE MOATBEpAUIIach, METOJaMH,
YCTOMYMBBIMU K [IEPEXBATY;

— KOHTpPOJS 3a CETeBOW AaKTUBHOCTHIO MPHIJIOKEHUH M OOHAPYKEHUSI CETEBBIX
aTak.

Iloncucrema peanusyercs BHEIPEHMEM IPOTPAMMHO-ANIAPATHBIX KOMILIEKCOB
MEKCETEBOI0 AIKPAaHUPOBAHUS Ha TPAHULIE CETH.

5.5. IloacucremMa aHaIM3a 3alUIIEHHOCTH

[loncucrema aHanmm3a 3allMIIEHHOCTH, JOJDKHA OOECIIeYMBATH  BBISBICHUE
YSI3BUMOCTEH, CBSI3aHHBIX C OMIMOKAaMH B KOH(UIypalMH MPOrpaMMHOIO OOecreueHHs
UH(POPMALMOHHON CHCTEMBI TIEPCOHANBHBIX JAHHBIX, KOTOPbIE MOTYT OBITh MCIOJIb30BAHBI
HapyIIUTEIEM JUIsl peaIu3alii aTaku Ha CUCTEMY.

@OyHKIMOHAI MOACUCTEMbl MOXET ObITh peaJu30BaH IPOrPAMMHBIMH U
IIPOrPaMMHO-aINapaTHBIMU CPEACTBAMM.

5.6. IMoacucrema oOHApY:KeHHS BTOP KEHUI

[loncucrema OOHapyXeHHsI BTOPXKEHMH, JOJDKHA 00ecreuuBaTh BBISBICHUE
CeTEeBBIX aTaK Ha »JJIEMEHTHl HWH(POPMALMOHHON CHUCTEMBl TEPCOHAIBHBIX JIaHHBIX,
HOJKJIFOUYEHHBIE K CETSIM OOILEro MoJIb30BaHUs U (MIIM) MEXyHApPOJAHOT0 OOMEHa.

@OyHKIMOHANT MOACUCTEMBbl MOXET ObITh peaJu30BaH IPOrPAMMHBIMH U
[IPOrpaMMHO-ANIapaTHBIMU CPEACTBAMM.

5.7. Ilopcucrema kpunrorpadguyeckou 3alUThI

[Toxcucrema kpunrorpadUdecKol 3almUThI TpETHA3HAYCHA JUIS HMCKITFOUCHUS
HECaHKIIMOHUPOBAHHOTO JIOCTyNa K 3alluinaeMoil uHpopManuu B HHPOPMAIMOHHBIX
CUCTEMaXx MEePCOHATBHBIX MaHHBIX VHCTUTYTA, P ee mepeaaye 1Mo KaHajaM CBS3HU CeTeH
0011ero Moab30BaHuUs U (WJIH) MEXITYHAPOIHOTO OOMEHA.

[loncucrema peanmusyeTcsi BHEOPEHHUEM KpHUNTOrpadUUYecKUX MPOrpaMMHO-
anmnapaTHBIX KOMILIEKCOB.

VI. IToan30BaTenN ]/IH(l)OpMaIII/IOHHbIX CUCTEM IEPCOHAJIBHBIX JAHHBIX

B Konnenmuu 0e30MacHOCTH NEPCOHAIBHBIX JIAaHHBIX OINpeAeNeHbl OCHOBHbBIE
KaTeropuu mnosb3oBaTeneil. Ha ocHOBaHMM 3TUX KaTeropuil JoJKHaA OBITh NMPOU3BEEHA
TUIU3ALIKA [10JIb30BaTeNel HHPOPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX, ONIPEIEIeH
UX YPOBEHB JOCTYIAa U BO3MOXXHOCTH.

B uHpOpMaIMOHHBIX cHCTEMaxX MEPCOHAIBHBIX MJaHHBIX VHCTUTYTa MOXHO
BBIJICJIUTh  CJIEAYIOIIME TPYNIbl  [OJIb30BaTeNeil, y4yacTBylOImMX B  00paloTke
MIEPCOHAIIBHBIX TaHHBIX

- AnMHUHHCTpaTOp MH()OPMAIIMOHHON CHCTEMBbI IEPCOHANBHBIX IaHHBIX;

- Omnepatop nH(pOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JTAHHBIX.

JlaHHBIE O TpyHmax Mojb30BaTeliel, YpOBHE UX J0OCTyNa U MH(OOPMUPOBAHHOCTH
JIOJKHBI  OBITh OTpakeHbl B [lomokeHMHM O pasrpaHMYeHUU TpaB JocTyna K
00pabaTbIBa€MbIM MTEPCOHAILHBIM JTaHHBIM.

6.1. AaMuHHCTPATOpP MHGOPMAIMOHHON CHCTEMbI MEPCOHAIBHBIX TAHHBIX

AnMHUHHCTpAaTOp MH(POPMALMOHHON CHCTEMBI MEPCOHAIBHBIX JAaHHBIX, PAOOTHHK
NHcTuTyTa, OTBETCTBEHHBIM 32  HACTPOMKY, BHEAPEHHE H  CONPOBOXKICHUE
UH(POPMALIMOHHON CUCTEMBbI TIEPCOHANBHBIX JaHHBIX. ObecneunBacT (yHKIHOHUPOBAHUE
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HOJCHCTEMBI YIIPaBJIEHUS JOCTYIIOM MH()OPMALMOHHON CUCTEMBI EPCOHAIBHBIX JaHHBIX
U YIOJIHOMOYEH OCYLIECTBIIATh MPEJOCTABICHUE M Pa3sTPaHMYEHUE JOCTYIIAa KOHEYHOI'O
nons3oBarens (Onepatopa HMH(OOPMAIMOHHONW CHCTEMBI IE€PCOHATBHBIX JAHHBIX) K
AJIEMEHTaM, XpaHALUM IIEPCOHAIIbHBIE JTAHHBIC.

AAMUHUCTPATOp MH(DOPMAIIMOHHONW CHUCTEMbI MEPCOHAIBHBIX AAHHBIX 001agaeT
CIIEYIOIIMM YPOBHEM JOCTYIIA U 3HAHUM:

— oOnagaer nmogHOW MHQpOpMaLuel 0 CUCTEMHOM M NPHUKJIAJHOM IPOTrPaMMHOM
obecrnieyeHUH HHPOPMALMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX;

— oOmamaer moiaHON MH(OpPMAIMEel 0 TEXHHYECKUX CPEACTBAX M KOH(HUTypanuu
UH(POPMALIMOHHON CUCTEMBI IIEPCOHATIBHBIX JAHHBIX;

— HMeeT JO0CTyNl KO BCEM TEXHUYECKHUM CpelCcTBaM 0O0paboTKu HMH(pOpMaLMU U
JJAHHBIM B HH(GOPMALIMOHHOM CUCTEME IIEPCOHANIBHBIX JIaHHBIX;

— o0namaeT BO3MOXXHOCTSIMH BHECCHHS M3MEHEHHH B MPOTrPaMMHOE OOecTieyeHne
MH(}OPMaLIMOHHON CUCTEMbI IEPCOHATIBHBIX JAaHHBIX Ha CTAAUU €€ pa3pabOTKu, BHEAPEHUS
Y COITPOBOXK/ICHHUS;

— oOsagaer mnpaBaMu KOH(QUIYpUpPOBaHHMS M aJIMHUHUCTPATUBHON HACTPOMKHU
TEXHUYECKUX CPEJICTB MH()OPMAIIMOHHON CUCTEMBbI IEPCOHAIBHBIX TaHHBIX.

6.2. Omnepatop nHPOPMAIHOHHOI CHCTEMBI MEPCOHATBHBIX TAHHBIX

Omneparop HHGOPMAIMOHHON CHUCTEMBl IIE€PCOHAIBHBIX JIAHHBIX, PaOOTHHK
WHcTHTyTa, OCYHIECTBISIOMMKA  OOpabOTKY TMepCcoHaNbHBIX JNaHHBIX. (OOpaboTka
NEPCOHAJIBHBIX JaHHBIX BKJIIOYAET: BO3MOXKHOCTH IPOCMOTpPA IMEPCOHANBHBIX JaHHBIX,
PY4YHOH BBOJA TIEPCOHANBHBIX JaHHBIX B HWH(QOPMAIMOHHYIO CHCTEMY IEPCOHAIBHBIX
JaHHBIX, (OPMHUPOBAaHME CHPABOK M OTYETOB IO HHPOPMALUU, MOJYYEHHOH W3
UH(POPMAIMOHHON CUCTEMBI TTEPCOHATBHBIX JAHHBIX.

Omneparop HH(pOPMAIMOHHONM CHCTEMBbl MEPCOHANBHBIX JAaHHBIX oOsajaer
CIICIYIOIIM YPOBHEM JOCTYIIa M 3HAHHIA:

— oOmamaer BceMH HEOOXOAMMBIMM  aTpuOyTamMu (HampuMmep, MHapoiiem),
o0ecrneynBaroIUMH JIOCTYTl K HEKOTOPOMY MOJMHOKECTBY NEPCOHAIBHBIX JAHHBIX;

— pacrnonaraeT KOH(QUACHINAILHBIMU JaHHBIMHU, K KOTOPBIM HMEET JIOCTYII.

VIl.  Anmunucrparop uHGpOpMaLHOHHOI 0e30MACHOCTH

AnmunuctpaTtop uH(poOpMaunoHHOW — Oe3omacHocTH, paboTHuUK MHcTutyTa,
Ha3HAYaeMbIi MpHUKa3oM pekTropa MHCTUTYTa, OTBETCTBEHHBIH 3a (YHKIIMOHHPOBAaHUE
CHCTEMBI 3alllUTHl TEPCOHAJBHBIX aHHBIX, BKJIIOYAs OOCTY)XMBAaHWE M HACTPOUKY
aJIMUHUCTPATUBHOM, CEpPBEPHOI U KIMEHTCKOW KOMITOHEHT.

AnaMuHUCTpaTOp WH(GOPMAITMOHHOHN 0€301TacHOCTH 00JIafaeT CIEAYIOINIUM YPOBHEM
JOCTYTa U 3HAHUI:

— obOmagaer monHOW  uHGpopmanued 00  MHPOPMAIMOHHBIX  CHUCTEMax
NIEPCOHABHBIX JTaHHBIX;

— HUMeeT JOCTYN K CpeJICTBaM 3allluThl MHPOPMALUU U NMPOTOKOJIUPOBAHUSA U K
YaCTH KJIIOYEBBIX 3JIEMEHTOB MH(POPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX JaHHBIX;

— HE UMEEeT IpaB J0CTyNa K KOHOUTYPUPOBAHHIO TEXHUYECKUX CPEACTB CETH 3a
UCKJTIOUE€HHEM KOHTPOJIBHBIX (MHCIIEKIIUOHHBIX ).

AnMuUHHCTpATOp MH(POPMAITMOHHOM 0€301MaCHOCTH YIIOJTHOMOYEH:

— peaJM30BHIBATh MOJUTUKU OE30MACHOCTH B YAaCTH HACTPOHKHU CPEICTB 3aIIUTHI
UH(POPMALINHU, MEKCETEBBIX IKPAHOB U CHCTEM OOHAPY>KEHHs BTOPKEHHI, B COOTBETCTBUU
C KOTOphIMH mousib30BaTens (OnepaTtop HMH(OPMALMOHHOM CHUCTEMBI IE€PCOHAIBHBIX
JTAHHBIX) TOJY4YaeT BO3MOXKHOCTh padOTaTh C 3JIEMEHTaMU HWH(OPMAIIMOHHON CHUCTEMBI
NEPCOHANBHBIX JaHHBIX;
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— OCYILECTBJIATh AYAUT CPEACTB 3alUThl HH(OPMALIUH;

— OCYILECTBJIATh KOHTPOJb 3a JEMCTBUSAMHU IIOJb30BaTesIel HMH(POPMALMOHHOM
CHCTEMBI IEPCOHAIBHBIX JAHHBIX IPU UX pabOTe C MEPCOHAIBHBIMU JaHHBIMU;

— YCTaHAaBJIMBATH JIOBEPUTEIbHBIE OTHOLLIEHUS CBOEH 3alLUIIEHHON CETH C CETIMU
JIPYrUuX OpraHUu3alul U yYpeKACHUN.

JIOIKHOCTHBIE 00sI3aHHOCTH AJIMUHUCTpATOpa MH(MOPMALMOHHOW 0e30macHOCTH
onucansl B MHCTpYKIIMK A IMHUHHCTpaTOpa MHOOPMAIIMOHHON 0€3011acCHOCTH.

VIIl. TpedoBaHusi kK paGOTHHUKAM MO 00eCTeYeHH IO 3AIUTHI MEPCOHATBHBIX
JTAHHBIX

Bce pabotHukm MHcTUTyTa, ABISAIONIMECS MOJIB30BATEISIMU HWH(OPMAIIMOHHBIX
CUCTEM INEPCOHAIBHBIX JAHHBIX, JOJDKHBI YETKO 3HaTh W CTPOrO  BBINOJHATH
YCTAHOBJICHHBIE TpaBWJIa M OOS3aHHOCTH IO JOCTYNy K 3aIIMIIAeMbIM OOBEKTaM W
COOJIIOJICHHUIO YCTaHOBJIEHHOI'O PEXHMMa O€30I1aCHOCTH NEPCOHAIbHBIX JAHHBIX.

[Ipy BeTymaeHMM B JIOJDKHOCTb HOBOIO  pabOOTHUKA  HENOCPEICTBEHHBIN
PYKOBOJUTEb CTPYKTYPHOI'O MOJpa3esieHus: 00s3aH OpraHu30BaTh €ro 03HAKOMJICHHE C
JOJDKHOCTHOM HMHCTPYKLMEH M HEOOXOAMMBIMU JIOKYMEHTAMHU, DPETIAMEHTHPYIOLIUMU
TpeOOBaHUS 1O 3alIUTE NEPCOHANBHBIX JAHHBIX, a TAKXKE 00y4eHUE HABBIKAM BBIITOJHEHHS
nporenyp, HeOOXOAUMBIX JJIsl CAHKIMOHUPOBAHHOTO HCIIOJIB30BaHUS MH()OPMAITMOHHBIX
CUCTEM IIEPCOHAIBbHBIX JIaHHBIX.

PaboTHUK nomKeH OBITh O3HAKOMIIEH ¢ HacTosmie [1omuTHKo#, ycTaHOBICHHBIMU
npolexypamMu padboThl ¢ 3JeMEHTaMH MH(POPMALMOHHOW CUCTEMBI IEPCOHATIBHBIX TaHHBIX
Y CHCTEMOM 3aIUThI IEPCOHATIBHBIX IaHHBIX.

PaboTHuku MHCTHTYTA, UCTIONB3YIOIINE TEXHUYECKUE CPEJICTBA ayTEHTU(PHUKALNH,
JOJKHBI 00€creYrBaTh COXPAHHOCTh NEPCOHAIBHBIX HIECHTU(PHUKATOPOB (JIEKTPOHHBIX
KJIIOUEH) U HE JOIYCKaTh HECAHKIMOHUPOBAHHBIN JTOCTYI K HUM, & TaK K€ BO3MO>KHOCTb
UX YTepU WIHM UCIOJIb30BaHUS TpeTbUMHM Juiamu. [lonb3oBaTrenu HeCyT MEpCOHAIBHYIO
OTBETCTBEHHOCTb 32 COXPAaHHOCTb UJEHTU(UKATOPOB.

PaGotHukn WMHcTuTyTa JOMKHBI  CJIE€IOBaTh  YCTAHOBIIEHHBIM — IpOLEAypam
HNOJ/Iep)KaHUsl  pekrMa 0e30MacHOCTH  MEPCOHAIBHBIX JIAaHHBIX MpU  BbIOOpe U
MCIIOJIb30BaHUU NapoJiel (€C/IM He UCIIOJIb3YIOTCS TEXHUUECKHUE CPEICTBA UICHTU(PUKALIUU
U ayTeHTU(UKALIN).

Pabornukn  MHcTHTyTa  AOKHBI — oOecreuMBaTh — HAAJEXKALIYI0  3alIUTY
000pyIOBaHUs, OCTaBIsEMOro 0Oe3 MIpPUCMOTPa, OCOOEHHO B TeX CiydasX, Korja B
MIOMEIIEHNE HMMEIOT JOCTYI MOCTOpPOHHHME JHua. Bce mosip3oBarenu MHPOPMALMOHHOM
CHCTEMBl TE€PCOHANBHBIX JIaHHBIX JOJDKHBI 3HaTh TpeOOBaHUS 1O OE30MacHOCTH
MEPCOHAIBHBIX JaHHBIX M TMPOLENyphl 3allUThl 00OPYJOBaHMS, OCTaBJIIEHHOTO 0e€3
IPUCMOTPA, a TAKKE CBOM 00SI3aHHOCTU IO 00ECTIEYEHUIO TAaKOM 3aIUTHI.

PaGoTHukam  3ampemiaeTcsi  yCcTaHaBIMBAaThb  IIOCTOPOHHEE  MPOTrpaMMHOE
o0ecrieyeHue, MOAKIOYATh JIUYHbIE MOOUIIbHBIE YCTPOHUCTBA U HOCUTENHM MH(pOpMAINH, a
TaK K€ 3aIUChIBATh HA HUX 3alUIIaeMyI0 HH(POPMAIHIO.

PaboTHukam 3ampemiaercs pasriamarh 3aldiiaeMylo HHGOpMalHoo, KOTOopas
CTaJla UM M3BECTHA B CHJTY BBIIIOJIHEHUSI UM CBOUX JIOJKHOCTHBIX 00S3aHHOCTEH.

IIpu pabote ¢ mNepcoOHATbHBIMM JaHHBIMM B HMH(OPMAIMOHHOW cHUCTeMe
NEPCOHAIBHBIX JaHHbIX paboTHUKKM MHcTUTyTa 00s3aHBI UCKIIOYUTH BO3MOXKHOCTH
IPOCMOTpPa TEPCOHAIBHBIX JaHHBIX TPETHHUMU JIMIAMH C MOHHTOPOB OOBEKTOB
BBIUMCIUTEIbHON TEXHUKH.

[Tpu 3aBepiieHun paboThl ¢ WHPOPMAIIMOHHON CHCTEMON MEPCOHATIBHBIX JAaHHBIX
paOOTHUKM 00s3aHbl 3AIUUTUTh OOBEKTHl BBIYMCIUTEIBHOM TEXHUKH C IIOMOUIBIO
OJIOKMPOBKH KJIFOYOM HJIM SKBUBAJICHTHOTO CPEACTBA KOHTPOJIS, HAIPUMED, JOCTYIIOM I10
HapoJII0, €CIIM HE MCIIOJIb3YIOTCS 00JIee CHIIbHBIE CPEACTBA 3AUTHI.
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Pabotaukn MHCTHTYyTa JODKHBI OBITH MPOMH(OPMHUPOBAHBI 00 yrposax
HApYIICHUS peXUMa O0E30MacCHOCTH IMEPCOHATBHBIX JAHHBIX U OTBETCTBEHHOCTH 32 €Tr0
HapymeHne. OHHM JIOJDKHBI  OBITh O3HAKOMIICHBI C  YTBEPXKIEHHOW (opMallbHOU
POLEAYPON HAIOKCHHS TUCIUTUTMHAPHBIX B3BICKAHUN Ha PAOOTHHKOB, HAPYIIAOIIMX
NPUHSATHIC TIOJIUTUKY U TPOIIEyPhl 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX.

PaGoTHukM 00s3aHBI 0€3 MpoMeUIeHHs coo0marh 000 BceX HAOIIOAAEMBIX WU
MOJIO3PUTENBLHBIX CIIydasiX padOThl HHPOPMAITMOHHOW CHCTEMBI MIEPCOHATIBHBIX TaHHBIX, &
TaK)K€ O BBISIBJICHHBIX HUMH COOBITHSX, 3aTPardBAIONIMX O€30MacHOCTh TEPCOHATBHBIX
JAHHBIX, PYKOBOJICTBY U JIMILy, OTBEUYAIOIIEMY 32 HEMEIUICHHOE PearipOBaHUE Ha YTPO3bI
0€30MacCHOCTH MEPCOHATBHBIX TaHHBIX.

IX.  JoaKHOCTHBIE 00S13aHHOCTH MOJIb30BaTe/ el HHPOPMAITMOHHOWH CHCTEMbI
NMEePCOHATbHBIX TaHHBIX

JIOMKHOCTHBIE ~ O0SI3aHHOCTH  TOJb30BaTeNlell  HMH(POPMAIMOHHON  CHCTEMBbI
MEPCOHAIIBHBIX JIAHHBIX OMKUCAHBI B CIACAYIOMIUX JOKYMEHTAX:

— Huctpyknus AamuHucTparopa HWH(OOPMALMOHHONW CHCTEMBI MEPCOHATBHBIX
JAHHBIX;

—  Hucrpyknus Oneparopa nHGOPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX JIaHHBIX.

X. OTBeTCTBEHHOCTH M0JIb30BaTe/ el HH(POPMALMOHHOH CHCTEMBbI
NMEePCOHATbHBIX TaHHBIX

B coorBerctBHM co crathsamu 24 denepanpHoro 3akona ot 27 wurons 2006 r.
Ne 152-®3 «O mnepcoHanbHBIX AAHHBIX» JHIA, BUHOBHBIE B HapyIIEHUM TpeOOBaHUMN
@denepallbHOTO  3aKOHA, HECYT TIPaXKJAHCKYIO, YrOJOBHYI, aJMHUHUCTPAaTUBHYIO,
JUCLHUIUIMHADHYIO W HMHYK IPEAyCMOTPEHHYHO 3aKOHOAATENbCTBOM Poccuiickon
®denepanyivi OTBETCTBEHHOCTD.

HelictByromee  3akoHOAATeNbCTBO  Poccuiickoit ~ @enepauuu  MO3BOJIAET
OpeabsBIATh TpeOOBaHUS MO oOecredeHuto Oe30macHo paboThl ¢ 3alluIIaeMon
uH(popMalell U MpeaycMaTpuBaeT OTBETCTBEHHOCTh 3a HAapyLIEHUE YCTaHOBJIEHHBIX
npaBui 3KcrryaTanuu 9BM u cucrem, HEMpaBOMEPHBINA JOCTYN K HH(OpMAIMH, €CIIH 3TH
JEHCTBUS MPUBENU K YHUYTOXKEHHIO, OJOKMPOBAHHUIO, MOIM(pUKAIMKU UH(DOpMALUU WU
HapyueHuo padbotsl DBM unu ceteii (crateu 272, 273 u 274 YK PO).

[Tonb3oBarenn WHGOPMAMOHHONM CHUCTEMBl IE€PCOHAIBHBIX JaHHBIX HECYT
OTBETCTBEHHOCTb 3a BCE JEHCTBHSA, COBEPUICHHBIE OT MMEHU UX YYETHBIX 3alMCEH WM
CHUCTEMHBIX YUYETHBIX 3alHucei, eciu He JoKa3aH (akT HEeCaHKIHMOHUPOBAHHOTO
MCIIOJIb30BaHUs YUETHBIX 3aIIUCEH.

[Ipu nHapymenusix padoraukamu Mucruryra — [lonb3oBarensiMu nHGOpMaMOHHON
CHCTEMBI MEPCOHATBHBIX JAHHBIX MPABUJ, CBA3AHHBIX C 0€30MACHOCTHIO MEPCOHATBHBIX
JTAaHHBIX, OHU HECYT OTBETCTBEHHOCT, YCTaHOBJIEHHYIO JENCTBYIOIIUM
3aKoHoAarenbCcTBOM Poccutickoit denepanuu.

[IpuBeneHHble Bbllle TpeOOBaHUS HOPMATHUBHBIX JIOKYMEHTOB IO 3alllUTe
UHPOPMALIUU JTOJKHBI OBITh OTPAKEHBI B JIOKAIBHBIX HOPMAaTHBHBIX M MPABOBBIX aKTaX
WNHucTutyTa.

XI. CHnHcoK HCIO0Jb30BAHHBLIX HCTOYHUKOB

Koncturynus Poccuiickoit deneparuu;
Koncturynusa Pecny6nuku Mapuii O,
Tpynosoi konekc Poccuiickoit denepanuu;
Cewmelinblii koaekc Poccuiickoit @enepanuu;

el N =
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5 Oenepanbubiit 3akoH oT 27 uronsg 2006 r. Ne 152-03 «O mepcoHanbHBIX
JAHHBIX»;
6. [locranoBnenue IlpaButensctBa Poccuiickoit @enepanuu ot 15 ceHTIOps

2008 r. Ne 687 «O6 yrBepxnenun I[lomoxenus o0 ocoOeHHOCTSIX 00pabOTKH
NEPCOHANBHBIX JaHHBIX, OCYILIECTBISIEMOH 0€3 HCI0JIb30BaHUS CPEICTB aBTOMATHU3AIIUNY;

T [TocranoBnenue IlpaBurensctBa Poccuiickoit ®denepanuu ot 1 HOA6ps
2012 r. Ne 1119 «O6 yTBepkaeHHHN TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX JAHHBIX IIPU UX
06paboTke B UHYOPMAIMOHHBIX CUCTEMAX ITEPCOHATBHBIX JaHHBIX ),

8. [Ipukaz @enepaqbHON CIYyXOBI IO TEXHHYECKOMY M SKCIOPTHOMY
koHTpomo oT 18 deBpanms 2013 r. Ne 21 «O6 yrBepkaenun CocraBa M COIEpXKaHHUSL
OpPraHU3allMOHHBIX U TEXHHYECKHX Mep M0 olecreueHHIo 0e30IMacHOCTH NEepCOHAIBHBIX
JAHHBIX ITPU uX 00paboTke B HHHOPMAIMOHHBIX CHCTEMAaX NEPCOHAIBHBIX JaHHBIXY;

9 bazoBas monens yrpo3 0€30macHOCTH NEPCOHAIBHBIX [JAaHHBIX IpU HUX
o0paboTke B HH(GOPMAIIMOHHBIX CHCTEMax IIEPCOHAIBHBIX MJaHHBIX, YTBEp)KICHHAs
3amectuteneM aupekropa DCTIK Poccun 15 pespans 2008 r.;

10.  Metoauka onpeneneHus: akTyaJlbHBIX Yrpo3 0€30M1acCHOCTH MEpPCOHATIBHBIX
JaHHBIX TpH HX 00paboTKe B HHGPOPMAUOHHBIX CHUCTEMAX IEPCOHAIBHBIX JaHHBIX,
yTBepxaeHHas 3amectureneM nupekropa ®CTOK Poccunu 14 dpeppans 2008 r.

PazpaboTtano:
['maBHBIHM rOpUCT - C.IO. MarBeeBa

N

CoracoBaHO:

Haugansaux OK I'.A. ®engeBa




